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E-MAIL IS OFTEN USED TO SEND PROPRIETARY INFORMATION (BUSINESS DEVELOP-

A vice president of development at CDK
Global, Phil Turner, who I’'ve known for more
than 30 years, recently explained encryption in
an uncommonly clear article that simplifies this
complex subject. He gave me permission to use
it here.

There are two fundamental tools in modern
cryptography: hashes and ciphers. Hashes are used
to create a “fingerprint” for a document and only
work in one direction. A document is run through
a hash algorithm which produces a fingerprint
for the document. Every time the document is
run through the hash algorithm it produces the
same fingerprint, butif anything in the document

changes, the fingerprint will change as well.

of data used to uniquely encode the document.
How the ciphers use a key separates them into
two broad classes: symmetric ciphers and asym-

metric ciphers.

Symmetric Ciphers

WHAT MAKES A CIPHER SYMMETRIC IS IF THE

This key is typically referred to as a “secret
key” because anyone with this key can decrypt
the encrypted document. One needs to keep the
key secret and known only by the originator and
intended recipient of the document.
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Ciphers are the workhorse of data encryption
and function in two directions: encryption and
decryption. A document is run through a cipher’s
encryption mode and the result is an encrypted
document that renders the information in the
original document unusable to anyone except
the recipient. The encrypted document can then
be run through the cipher in decryption mode
which then reconstitutes the information in the
original document. For the cipher to do its magic,

it requires a “key” which is simply a little chunk
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The advantages of a symmetric cipher are that
it is very fast and there are no restrictions as to
the size of the document which can be encrypted
with cipher algorithm. The disadvantages of a
symmetric cipher are around keeping the secret
key known only by the intended recipient. One
must choose a “strong” secret key then distribute
the key to the recipient in a manner where only
the recipient knows the key. The strength of the
key is determined by how easy it is to guess the

key so creating a long key by randomly selecting

numbers, upper, and lower case letters provides a
strong key. Selecting short keys or using a single
word from the dictionary would create a weak

secret key.

Asymmetric Ciphers

A CIPHER IS ASYMMETRIC IF INSTEAD OF A

Instead of calling the key a secret key, usually
one of the two keys is designated the “private” key
and is kept secret, while the other key is designated
the “public” key and can be widely distributed

without concern about who has access.
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This allows the recipient to distribute their
public key to the originator of a document, and
then the originator can encrypt the document with
the recipient’s public key. The resulting encrypted
document can only be decrypted by the recipient
with the recipient’s private key. This solves the

secret key distribution problem, but there are
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two problems with asymmetric ciphers. The first
is that they involve very complex computations,
so they are slow. The second is that there is a size
limitation for the document that can be encrypted
by any given key. For example, an asymmetric
cipher such as RSA with a 2048-bit key (which
is considered to be a long key), can only encrypt

around 250 characters of data

PGP — The best of both worlds

PGP ENCRYPTION LEVERAGES BOTH SYMMETRIC

When PGP encrypts a document, it generates
a long, random, strong one-time-use secret key
which is called the session key. This session key
is used with a symmetric cipher such as AES-256
to encrypt the document. The session key is then
encrypted with an asymmetric cipher such as RSA
using the recipient’s public key. The encrypted
document and the encrypted session key are
combined to create the PGP-encrypted message
which is sent to the recipient. To decrypt a PGP-
encrypted message, the recipient’s RSA private
key is used to decrypt the session key, then the
session key and the AES-256 symmetric cipher

is used to decrypt the document.
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This allows PGP to solve the key distribution
problem using the strengths of an asymmetric
cipher and to solve the document length and speed
problem using a symmetric cipher. You can find
more information for PGP by looking up Pretty
Good Privacy (that’s what PGP stands for) on
Wikipedia.

Digital Signatures — The Extra Credit Problem

A digital signature allows the recipient of a

document to verify that the document was origi-
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THE PROCESS CAN BE SIMPLIFIED BY ONLINE
SERVICES THAT HANDLE ENCRYPTION AND
TRANSMISSION AUTOMATICALLY. A GOOGLE
SEARCH FOR “ONLINE ENCRYPTION” WILL LIST
NUMEROUS OPTIONS. ENCRYPTION SHOULD BE
USED WHENEVER YOU NEED TO SEND INFORMA-
TION THAT SHOULD REMAIN PRIVATE.

nated from a given party and was not modified
in transit. To accomplish this task, we need an
asymmetric cipher and the other tool in our cryp-

tography toolbox - the hash.

Putting it All Together

FIRST, THE ORIGINATOR OF THE DOCUMENT

The originator then creates a cryptographic
hash of the document, and encrypts that hash using
their private key to create the digital signature. The
originator can then transmit both the document

and the digital signature to the recipient.
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The recipient, to verify the document, decrypts
the hash using the originator’s public key and also
creates another hash by processing the received
document through the hash algorithm. If the two
hashes are the same, the document was not altered

in transit and was indeed created by the originator.
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How do we know this? If the document were
modified in transit, the hashes would not match.
If the document was forged (created by someone
other than the purported originator), then
decrypting the encrypted hash with the origina-
tor’s public key would yield “garbage data” and
again, the hashes would not match.

Complicated? Sure, but digital signatures,
digital certificates, and SSL are just combina-

tions of these hashes, symmetric, and asymmetric
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