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What’s Next if Your Computer is Stolen?

He left it for just a moment but when he came 

back, his computer was gone! Laptop computers 

are quick, easy targets. If yours disappears, 

you want it back and you also want to protect 

the important data on the hard drive. It’s like 

having your wallet stolen but simultaneously 

worse and better.

It’s worse because the computer can contain 

more than just some identifying information. 

You might have bank account information on it, 

complete with balances. But it’s better because 

the data on your computer can be encrypted so 

that nobody else can read it and your computer 

might be able to tell you where it is.

Protecting the Data
File encryption is the only way to be 

reasonably certain that your information 

won’t be compromised if your computer is 

stolen and even encryption isn’t a certain 

solution.

An application such as TrueCrypt can encrypt 

the entire hard drive and require a password 

at boot time. Although this is the most secure 

method of encryption, it precludes the use of 

an application that will help you retrieve your 

computer because the computer must be running 

in order to check in.

TrueCrypt can also be used to create an 

encrypted “drive” on the computer. � is allows 

the computer to boot normally but protects any 

� les you place on the protected virtual drive. 

During the installation, you tell TrueCrypt the 

name of a directory to create and how large you 

want the encrypted drive to be. Be sure not to use 

a directory that contains � les; if you do, the � les 

will be deleted.

When TrueCrypt has created the virtual drive, 

you can create directories on it and store � les on 

it just as you would any other drive. � e only 

di� erence is that when you reboot the computer 

or “dismount” the drive, it disappears. So if you 

simply remember to store all private data (account 

numbers, passwords, � les from the o�  ce) on the 

TrueCrypt drive, those � les will be protected even 

if someone steals the computer.

� en you can turn your attention to � nding the 

computer and possibly even identifying the thief.

Retrieving the Computer
Recovering lost computers is what Prey-

Project.com is all about. It’s a free appli-

cation that can track your computer but 

there’s also a paid plan that makes it even 

better.

Installation is easy and I used the default option 

that installs in C:\Prey. A smart thief might know 

enough to look for this directory and destroy it 

but if the thief is that smart, he’s probably also 

smart enough to look for Prey among the installed 

applications and remove it. Prey creates a standard 

entry in the Start Menu and I le�  that in place for 

the same reason.

Following installation, you need to visit the 

PreyProject website to con� gure the settings. 

Until you do that, your computer can’t be tracked. 

� e two reporting options are standalone and 

Web-based. � e Web-based method allows you 

to monitor and control the computer from the 

Prey website and that’s what I selected.

When you create the account on the PreyPro-

ject server, you’ll be asked for your e-mail address, 

which is what Prey will use to communicate with 

you, so be sure that you get it right. � en you 

create a password, give the computer an identity 

(the default for this is the computer’s name), and 
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specify whether the computer is a notebook or 

a desktop. Before the system will work, you will 

need to respond to the veri� cation e-mail from 

PreyProject. And that’s it.

Prey uses the device’s GPS, if available. If not, 

it will try to � gure out where it is by looking at 

nearby Wi-Fi hotspots and triangulating.

It’s Missing! Now What?
If your computer is stolen or if you just 

want to perform a trial run to see how 

Prey works, go back to the PreyProject 

website and mark the computer as missing. 

Then things start to happen.

Having marked the notebook computer as 

missing, I then turned it on, waited a few minutes, 

and (using the desktop computer) checked my 

e-mail. � ere were 2 messages from PreyProject: 

(1)� e machine is missing and (2)Some informa-

tion had arrived from the “stolen” computer.

Prey allows you to activate any built-in camera, 

so you might be able to take a picture of the thief 

using your laptop’s webcam. Police like it when 

you’re able to give them this kind of information 

and the report had my picture from the computer’s 

built-in camera. � e report also delivered a picture 

of what was on the screen so you might be able 

to � nd an e-mail address or a Facebook account.

At this point, you could continue to watch as 

Prey tracks the thief every 20 minutes or you could 

become a bit more proactive. Prey can remove 

stored passwords used by Outlook or � underbird 

to keep the crook for using your identity in e-mail. 

You can also lock down your PC, which makes it 

unusable until your password is entered.

Or you can display a message to the thief.

In my test, Prey also ran a trace-route that 

might have been helpful although in this case it 

wasn’t. It also reported the IP address of the stolen 

computer. � e IP address would be associated 

with a speci� c Internet service provider (ISP) and 

the ISP would be able to provide police with the 

name of the customer who had that IP address at 

the time the report was � led. 

So maybe you can recover a stolen computer 

and catch the thief. But even if you can’t, you’ll 

rest a little better if you know that private infor-

mation on the computer is encrypted so that a 

thief can’t use it.  Ω

Today’s Small Stuff

Cars, larger; every-

thing else, smaller.

In 1968 I was 

working in Fort 

Wayne as the assis-

tant news director. 

� e radio station issued 

me a recorder that I could 

carry in one hand. It weighed 

a couple of pounds and ran for an 

hour or so on the batteries.

Before that, we had to take along “portable” 

recorders that required AC power and big reels 

of magnetic tape.

Today’s gear for radio reporters is nothing 

less than phenomenal. � e recorder is actually 

included inside the microphone.

� ese new devices will record for several hours 

using just the memory installed in them and the 

power provided by internal batteries.

At a time when the tools would make it possible 

to have the best news teams ever, there are (except 

for NPR) no markets for news-gathering equip-

ment. And that’s what caused me to think about a 

time when it was a very big thing to have a recorder 

that would � t in a briefcase. (Or maybe that was a 

very small thing.)  Ω
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