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Protecting Privacy with a Virtual Private Network

VIRTUAL PRIVATE NETWORKS (VPN) HAVE BECOME POPULAR BECAUSE THEY MAKE

Google started offering a free VPN
service in May and some cellular
providers also include VPN technology.
Google-Fi, for example, enables always-
on VPN that functions whether the user
is connecting via the cellular data plan
or a Wi-Fi hotspot.

Your computer or phone sends and
receives a lot of data. Connections are
more secure now that most websites
support secure HTTP (addresses that
start with httpS instead of http), but a
VPN encrypts the entire connection so
that it can’t be intercepted.

In addition to encryption, a VPN
service disguises your IP address and
your location. Although beneficial, this
can create problems for sites that want
to know your location and base their
decision on the IP address. You may
search for a nearby restaurant only to
be given a list of locations in a city
hundreds of miles away. This is easily
remedied, but it can be confusing.
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Also, some websites may not work
when a VPN is active, network perfor-
mance will be at least slightly slower,
and good VPN services aren't free.

Until she retired, my wife worked
from home using a computer provided
by her employer. The computer
connected via a VPN to the company’s
servers. Without the VPN, the connec-
tion would be refused. I work from
home and do not need to connect to
enterprise servers. | enable secure FTP

WHEN INFORMATION IS SENT AS PLAIN TEXT, IT CAN BE READ BY ANYONE WHO GAINS ACCESS
TO THE DATA STREAM. ENCRYPTED DATA CAN ALSO BE REVEALED, BUT THE CONTENT IS
MEANINGLESS TO ANYONE WHO LACKS THE PROPER ENCRYPTION KEY.

PLAIN TEXT

In addition to encryption, a VPN service disguises your IP address and your location.
Although beneficial, this can create problems for sites that want to know your location
and base their decision on the IP address. You may search for a nearby restaurant only to
be given a list of locations in a city hundreds of miles away. This is easily remedied,

but it can be confusing.

ENCRYPTED TEXT
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and secure shell when I connect to
banks, medical offices, and streaming
services, but I enable a VPN for added
security.

Your computer and devices inside
a corporate or home network have
private IP addresses, but the address
on the internet side of the router is
visible to any site you connect to. The
address reveals your general location.
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My VPN (Nord) defaults to show
my location as Chicago, but I can
select other locations such as New
York, Toronto, Montreal, Los Angeles,
Seattle, or even an address in Mexico,
Brazil, South Africa, England, Finland,
or elsewhere.

Blinn Communications News (ISSN 2639-5762) is for clients and friends of William Blinn Communications, Worthington, Ohio.
Phone 614.785.9359 (Columbus) and 718.577.1054 (NYC). On the Web at www.blinn.com. All rights reserved.



Appearing to be in an alternate loca-
tion may allow access to some services
that are geo-restricted. However, being
able to stream BBC television programs
live by changing the VPN server to
London isn’t one of them. You would
also need a government television
license that requires an address in
Great Britain.

So the primary advantage is privacy.
Encryption keeps your data safe from
your internet service provider. The ISP
can see that you're connected to a VPN,
but not which websites you visit. Some
ISPs collect that kind of information
and sell it to advertisers.

A VPN might be helpful for home
or office computers, but it's essential
when you're mobile. Using public Wi-Fi
at an airport or cafe is risky because
scammers can intercept unencrypted
data.

There is one threat that a VPN can’t
eliminate: Browser fingerprinting is
a technique that can be deployed by
organizations to identify a specific
computer with more than 90% accu-
racy based on information that can be
obtained from most browsers.

So consider a VPN to be optional for
home use, essential for public use, and
yet insufficient to guarantee privacy
and security.

Do Downsides Exist?

SOME DOWNSIDES EXIST, BUT OVERALL THERE ARE

The most common is degraded
downlink and uplink speeds, but this
has not been a problem recently for
me. Nord’s servers reduce throughput
only a little. My service at home is rated
for 500Mbps (downlink) and 50Mbps
(uplink). Recently, SpeedTest.net
showed 499Mbps downlink with the
VPN off and 478Mbps with the VPN
on. That’s less than a 4% difference.
Results were similar for the uplink,
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53Mbps with the VPN off and 48Mbps
with the VPN on.

Oddly, the ping speeds were faster
when the VPN on, 19ms versus 30ms.
Ping measures the amount of time
required for one system to respond to
another. Ideally, these times should
always be single digits, but the two
values | received are common for
consumer-grade internet service.

Another potential problem: Some
websites don’t work when a VPN is
involved. Although the VPN doesn’t
make it impossible to connect to one
of my bank’s servers, it means that the
bank’s computer is less certain that I
am who I claim to be and it generates
an out-of-band challenge that adds a
few seconds to the login every time I
visit the site.

Overall, it’s better to have a VPN than
to forego it because of perceived or
actual shortcomings.

How Much?

AvrtHouGH FREE VPN SERVICES EXIST, IT’S GENER-

Operating a VPN has associated
costs and, if the VPN provider offers
the service for free, the obvious ques-
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A VPN wiLL ALWAYS REDUCE NETWORK
TRANSMISSION SPEEDS, BUT A WELL RUN
VPN WILL HAVE ONLY MINIMAL EFFECT.

tion is about how the service is being
monetized.

Google’s VPN is free and can be
used by anyone with any type of Google
account, but a full-featured VPN such as
the one from Nord is generally a better
choice. There is a cost, but it's modest.

It’s better to pay a few dollars per
month for a commercial service. Three
recent VPN reviews are online and can
help you choose the VPN that’s right
for you. The articles are from Tom’s
Guide, PC Magazine, and Wired.

The VPN I selected several years
ago and recently renewed for two
years is from Nord. Tom’s Guide ranks
Nord second behind ExpressVPN, PC
Magazine places Nord second behind
Proton, and Wired says Nord is best for
circumventing geographic restrictions
but Surfshark is best for most people.

Check out the reviews and think
about which features are most impor-
tant for you. Q



https://www.tomsguide.com/best-picks/best-vpn
https://www.tomsguide.com/best-picks/best-vpn
https://www.pcmag.com/picks/the-best-vpn-services
https://www.wired.com/story/best-vpn/

