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Reasons to Use a VPN or Not to Use a VPN

SECURITY EXPERTS STRESS THE IMPORTANCE OF USING A VIRTUAL PRIVATE NETWORK (VPN)

ALL THE TIME. YES, BUT ...

A VPN is essential in some cases,
helpful in others, and sometimes unim-
portant or even detrimental.

Anyone whose employer allows
working from home should have a VPN
that’s provided by the employer, and
employers who are serious about secu-
rity will both require a VPN and install
one on the company-owned computer
that the employee will use at home.

Additionally, the company will not
allow the employee to use the work
computer for non-business tasks or
to install software on it. That’s not the
point of this article, though. Instead,
let’s consider your personal devices
such as home computers, tablets, and
your mobile phone.

When VPNs are Essential

ANY DEVICE USED OUTSIDE THE HOME SHOULD

Without a VPN, important informa-
tion such as user names and passwords
can be captured by someone nearby
when you're using a public hot-spot
in a restaurant, library, coffee shop,
or airport. Fortunately, some mobile
service providers include an always-
on VPN. If yours does, make sure it’s
enabled.

But is a VPN important when you're
using your computer from home?

Maybe. Without a VPN, your internet
service provider can see which websites
you visit, when, what you search for,
who you send email to, and more.

Some ISPs collect this data and sell it
to advertisers.

The ISP can see this information
even when you use a browser’s private
mode. A VPN encrypts all traffic so the
ISP can’t see it, and it obscures your
IP address that could otherwise be
used to build a profile that’s useful to
advertisers.

My wife and I have dissimilar use
cases. She works from home using
a company-provided computer that’s
encrypted and that connects to the
corporate network via a VPN. The VPN
is essential, and her work computer will
not connect to the corporate network
without it. I also work from home,
but no longer connect to a corporate
system.

A VIRTUAL PRIVATE NETWORK WILL OBSCURE
THE INFORMATION FLOWING TO AND FROM YOUR
COMPUTER, BUT IT’S NOT A PERFECT SECURITY
SOLUTION.

Our cellular service provider offers
a built-in always-on VPN. Previously
I had used Nord VPN on the phone,
but it interfered with my primary
banking application because the virtual
private network made it impossible
for the bank’s system to confirm that
the connection was coming from the
United States.

Protecting bank and other finan-
cial connections is exactly the reason
many people use a VPN. Fortunately,
the cellular services’s VPN doesn’t
interfere with the bank’s app and I've
uninstalled Nord VPN from the phone.
I retain it on the desktop computer.

Hide Your IP Address

The VPN HIDES THE USER’S IP ADDRESS, WHICH

With the VPN off, those who know
how to examine the computer’s
external IP address will know that I'm
somewhere in or around Columbus.
Columbus covers a big area though,
and more than 1.6 million people live
in the metro area.

The VPN can make it appear that I'm
near Chicago, New York City, San Fran-
cisco, or Dallas. It could also use an
IP address from Spain, Ireland, France,
or Australia. This can be helpful for
someone who is attempting to view
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a website that’s not available in the
United States, but some sites refuse
connections from computers that use
a VPN.

Although web browsers have
improved their ability to protect users
from being tracked across the internet,
a VPN will do a better job. By disguising
your IP address, it limits (but doesn’t
remove) the ability of websites to
associate your activities to a specific
computer.

Encryption provided by a VPN
protects data that could be viewed if
you use public Wi-Fi access points, but
this isn’t a consideration for those who
use their computers at home with a
wired connection to the router or their
own private Wi-Fi system. Ideally, a VPN
would be added to the router, not to
individual devices; but few consumer-
grade routers have that capability.

No Free Lunch Today

VPNSs OFFER INCREASED SECURITY, BUT AT A COST.

A VPN will reduce the speed of your
internet connection — maybe just a
little, but VPN providers differ. If there’s
one immutable life rule, it’s this: There
is no such thing as a free lunch.

The speed reduction may be nearly
undetectable, cutting a 500Mb/s
connection to 435Mb/s, but some VPNs
can reduce throughput by half. Fortu-
nately, most VPN speed reductions are
in the 10-20% range — noticeable, but
not a show stopper.

Depending on how your computer
is used, even a large speed reduction
may be an acceptable trade-off for the
increased security.

Better Security, But ...

KEEP IN MIND THAT A VPN wON'T PROTECT YOUR

Presumably your computer’s oper-
ating system has a built-in firewall or
you've added one, you use a password
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manager, and you're careful to avoid
social engineering ploys.

Having a VPN can lead to a false
sense of complacency. While the VPN
will offer some protections against
being tracked or identified, there are
lots of holes in the net.

Browser fingerprinting, a technique
that captures information from your
browser as you wander around the
internet, can definitively identify a
particular computer nearly 100% of the
time with a surprisingly small amount
of information.

Not all VPNs are created equal.
Nearly all VPN operators say that they
log nothing, but some are not being
entirely truthful. Free VPNs are the
most suspect in this regard. If the VPN
you're considering doesn’t have a paid
subscription option, beware. Some
operators of free VPN services collect
data about users and sell it.

VPNs increase the amount of data for
each connection. This is unimportant
for home users unless they have a
metered connection, but the increased
data usage could hike the cost of
your mobile data plan. This increase
is usually modest, but can approach
20% depending on the protocol the
VPN uses.

Good VPNs are not free. Expect to
pay $3 to $4 per month. In many cases,
that fee is distributed across all (or
some specific number) of your desktop,
notebook, and tablet computers as well
as any mobile devices you own. It’s not
a large expense, but it is an expense.

PC Magazine has a well-researched
review of VPNYs. The article examines
19 services and identifies the ones the
authors consider to be best.
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ALL VPNS HAVE SOME DETRIMENTAL EFFECT
ON NETWORK SPEED. THE EFFECT IS USUALLY
IN THE TEN TO TWENTY PERCENT RANGE, BUT
CAN BE MUCH MORE SIGNIFICANT.
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The best choices include Private
Internet Access and Nord VPN. I have
used Private Internet Access, but
switched to Nord about two years ago.
One new entry that might be worth
looking at is the Mozilla VPN. PC Maga-
zine rates it as excellent, but the cost
is $10 per month, which is far higher
than any competing service.

A New Face

You MAY NOTICE THAT THIS ISSUE OF THE
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The typeface selected for any
publication affects readability. The
face used for this newsletter has
been Alegreya 10 on 14 for many
years. Starting with this issue, body
text is set in Benguiat Pro Book 10
on 14. That’s pronounced “ben-
GAT”, and it was created by graphic
designer Ed Benguiat, who died in
October 2020.

The new face has a taller x-height,
which makes it easier to read. This
advantage comes at the cost of
somewhat fewer letters per line.
Although both the old typeface and
the new typeface are set at 10 points
on 14-point lines, Benguiat Pro Book
appears to be larger.

Designers such as Jan White say
that the best typography is invisible
and never calls attention to itself. |
hope that’s the case here.
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https://www.pcmag.com/picks/the-best-vpn-services
https://www.nytimes.com/2020/10/16/business/media/ed-benguiat-dead.html

