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Fighting Back Against Spam and Scams with Software
Internet spam and scams become worse every year. securIty depends on crItIcal thInkIng, 

but automated processes can help.

Thinking before acting is essential. 
Consider a message “from” PayPal. It’s clearly 
a scam, so let’s examine the obvious clues:

Although the message claims to be a PayPal 
message, my name is shown as the sender and 
the displayed address is somebody else’s Gmail 
account.  There’s no need to look further, but 
much remains to be found.

• Merchants, not PayPal, send purchase 
confirmations. 

• The message says that the unidenti-
fied $520 purchase will be delivered 
tomorrow, but that I can cancel the 
order within 24 hours. (Huh?)

• An unsubscribe link at the bottom of 
the message goes to Google. 

• The phone number offered to cancel the 
order goes to a number in Mississippi.

• The text was written by someone with 
a minimal understanding of English

• An advertisement is combined with a 
phony Better Business Bureau graphic.

So the person who created this scam is 
an idiot, but many scammers are intelligent, 
and even this scam displays a bit of advanced 
thinking. Except for the unsubscribe link, 
there’s nothing click. Those who are suffi-
ciently well informed to know that email links 
can be hazardous might not attach the same 
concerns to the phone number.

PayPal would provide a toll-free number, 
and any standard number would be in a San 
Jose area code, where PayPal’s primary office 
is, but the San Diego street address shown on 
the email doesn’t exist.

What happens if you call the phone 
number? You’ll probably be told that someone 

has used your credit card to place an order. 
To cancel it, they will need your credit card 
number, your name as it appears on the card, 
your billing postal code, and the card’s security 
number to cancel the order. Give them that 

and, although your credit card hasn’t been 
used by crooks yet, it soon will be.

Cutting Spam Limits Scams
several methods exIst for dealIng wIth spam, 
eIther on the server or on your computer. let’s 
consIder one server-based optIon fIrst.

Those who receive mail through their own 
domain (such as blinn.com) and have access 
either to the server’s control panel or secure 
shell can activate one of the internet service 
provider’s anti-spam functions. 

SpamAssassin, installed by many ISPs, 
analyzes messages, scores them, and marks 
them as possible spam so that they can easily 
be identified when an email application down-
loads them.

The server application has blacklist and 
whitelist sections. A whitelisted address will 
never be marked as spam; a blacklisted address 
will always be marked as spam.

Even though I have full access to the server 
and could easily set up SpamAssassin, I prefer 
to use MailWasher Pro on my computer. I’ve 
used it for nearly a decade because it gives me 
a way to delete spam before my email applica-
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tion downloads it. A free version can monitor 
only a single mail account and does not 
contain a Bayesian learning component. The 
Pro version can monitor multiple accounts, 
enables a learning feature, and offers addi-
tional capabilities and support.

I like this approach because I can quickly 
review a list of all messages on the server and 
decide whether to let the email application 
retrieve them. 

I subscribe to several newspapers and news 
organizations that send email updates. I’ve 
whitelisted their domains, but I rarely need to 
read the email updates and I can delete them 
from the server. 

I receive daily messages from a backup 
program. Successful backup messages always 

contain “if blank, no errors” in the subject; if 
there are no errors, I don’t need to download 
the messages.

MailWasher Pro marks messages for dele-
tion from any sender or domain that I’ve black-
listed, from dodgy sites known to blacklisting 
organizations, and whenever its analysis 
indicates the message is probably a spam. I 
make the final decision, quickly reviewing 
the list of messages on the server so that the 
email application will download just the few 
messages I want to see.

Beware Questionable Domains
I have set up maIlwasher pro to mark as spam 
any messages from certaIn top-level domaIns. 

Many new top-level domains have joined 
.com, .org, .gov, and .edu in recent years. These 
TLDs aren’t inherently less trustworthy than 
the older ones, but scammers seem to like 
them and I have never received a valid message 
from any .accountant, .bid, .buzz, .click, .club, 
.country, .cyou, .date, .download, .gdn, .guru, 

.jetzt, .icu, .kim, .loan, .men, .mom, .monster, 

.party, .pro, .racing, .ren, .review, .site, .stream, 

.top, .trade, .vip, .wang, .win, .work, .xin, or 

.xyz address.
MailWasher Pro users can scan through 

message on the server and decide which ones 
to delete, and accidentally deleting a message 
isn’t a problem because the application retains 
messages for a while. The user decides how 
long “a while” is, and messages in the Recycle 
Bin can easily be restored.

Like SpamAssassin on servers, MailWasher 
Pro offers whitelists (messages will be consid-
ered good regardless of content) and blacklists 
(messages will always be considered spam).

Although automation, either on the server 
or on your local computer, can help reduce 
spam and alert us to scams, we humans must 
be the final line of defense. Ω

MailWasher Pro’s inbox vieW shoWs all Mes-
sages that are on the server and have not yet 
been either doWnloaded to the eMail aPPlica-
tion or Moved to the aPPlication’s recycle 
bin. any Message in the recycle bin can be 
recovered if the user accidientally deletes a 
needed Message.

MailWasher Pro users can define filters 
using regular exPressions or, for those Who 
don’t Want to Master the basics of regular 
exPressions, Plain-text.


