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Is Zoom's Security Good Enough Yet?

ON MOTHER’S DAY, THE FAMILY HAD A VIRTUAL GATHERING ON ZOOM. I HAD USED THE SERVICE

June 2020

Two of the main weak spots were Zoom’s
technique for generating meeting numbers
and not requiring a password to enter the
meeting. Another was lack of encryption. As
a result, random people could wander into
meetings and, if meetings were recorded, they
were available online without any protection
atall.

Alarming (at least to me) is that some
physicians were using Zoom for telemedicine
sessions with their patients. There’s simply
no way that Zoom was complaint with Health
Insurance Portability and Accountability
Act (HIPAA) privacy guidelines. The HIPAA
Journal, after previously stating that Zoom was
an acceptable telemedicine alternative, now
says “Until the security issues with Zoom are
resolved, alternative telemedicine solutions
should be used.”

Zoom is working to provide end-to-end
encryption, but only for paid users. It has
acquired Keybase, a startup company the
specializes in encryption. Until encryption is
fully implemented, Zoom is adequate — when
used with care — for family meetings, many
business meetings, and schools.

It’s still questionable for use in healthcare
settings where protected health informa-
tion is shared. The list of what constitutes
personal health information is long. In part,
itincludes patient name, location, birth date,
phone numbers, fax numbers, Social Secu-
rity numbers, medical record numbers, email

ZooM MADE IT POSSIBLE FOR US TO GET TOGETHER
VIRTUALLY ON MOTHER’S DAY WHILE MAINTAINING
APPROPRIATE SOCIAL DISTANCING.

addresses, biometric identifiers, photos, and
a lot more.

Addressing Security

« All meetings must have passwords.
Without a password, meetings were
accessible to anyone who knew the
meeting ID, and many people used the
same ID time after time.

- The waiting room function is now
turned on by default. People arriving
at the meeting will be in the waiting
room until the meeting organizer allows
them to enter the meeting.

« Meeting participants can no longer
share their screen unless the meeting

host allows it.
CONTINUED ON PAGE 2

Scammers Step In, Too

Scammers are nothing if not inventive,
so naturally they're taking advantage of
the confusion surrounding Zoom, but not
. always to steal Zoom credentials.

:  Onescam reported by Abnormal Secu-
rity works this way:

« The victim receives a message that
says they missed a scheduled Zoom
meeting, so they should view the
recording. At a glance, the message
appears legitimate, but looking care-
fully reveals it as a phony.

The scam claims the recording will
be retained for only 48 hours, so it’s
important to view it soon.

¢+ Thelinkin the email goes to a phony
Microsoft login page that contains
the name of the victim’s company
and a Zoom logo.
« Ifthevictim tries tologin, the scam-
mers receive the Microsoft account
user name and password. This would
give the crooks access to any infor-
mation that’s stored in the victim’s
Microsoft account.

Links in messages are an ongoing
source of attacks, and users should follow
links only when they are absolutely certain
: that the message was sent from someone
they know. Or, better still, log in directly
to Zoom to check for recordings of missed
meetings. The best advice always is not to
¢ clickalink in an email. Q.
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These all seem like such good | zoom -
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basic security measures that it’s
odd that they were overlooked until
now. Unfortunately, many devel- | .

Settings

opers spend a great deal of time on

making applications easy to use and

fine-tuning the user interface, and
choose to look into security for the
application only if it catches on. That

may be what happened with Zoom.

The company is now in a race
with competing providers of online
meeting technologies, and some
large companies have set internal
policies that forbid the use of Zoom
for company meetings. The revised
functions and additional work on
security may allow Zoom to win back
some of those paying customers
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one for you. Let Zoom do it. People are
predictable, and allowing the system to
create the ID eliminates that danger.
The meeting password option (2) can
no longer be disabled. If you don’t like
the password Zoom recommends, you
can create your own. Only those who
have the password can either enter the
meeting or get to the waiting room.

Both (3) host and participant
cameras should be turned off initially.
This is less a security measure than
a way of avoiding the potential for
embarrassment if the camera is
switched on before the organizer or
the participants are ready.

Don’t enable (4) the ability for
participants to enter the meeting
before the host arrives. This is off by

because Zoom has developed a
system that’s extremely easy to use.

Zoom responded quickly, but a
couple of big competitors — Micro-
soft and Google — also responded quickly by
adding features that Zoom users like to their
applications. Both have added a feature that
looks a lot like Zoom’s popular grid view and
Microsoft added the ability for users to add
custom backgrounds to their images.

Zoom is reminding users to update client
applications to version 5.0 before the end of
May. Any meeting participants with earlier

versions “will receive a forced upgrade when
trying to join meetings.”

Making Zoom Safer

You can use an (1) existing meeting ID,
make up a meeting ID, or let Zoom choose

REQUESTADEMO 18887999666
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(1) Use Zoom’s MEETING ID, (2) CHOOSE A STRONG PASSWORD, TURN OFF
BOTH (3) HOST AND PARTICIPANT CAMERAS, AND (4) KEEP PARTICIPANTS OUT
OF THE MEETING ROOM UNTIL THE HOST ARRIVES.
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PERSONAL

My Meetings - Manage "My Test Meeting"

Profile

Webinars

Topic My Test Meeting.

Description This is a test meeting

Recordings
Time

SCHEDULEAMEETING ~ JOINAMEETING ~ HOSTAMEETING ~ fl'

Start this Meeting

May 11, 2020 12:00 PM Eastern Time (US and Canada)

Settings

ADMIN

Meeting ID 819 8885 3740

> User Management

> Room Management Meeting Password

> Account Management

Invite Link
> Advanced

Video Host
Participant
Attend Live Training

Meeting Options

Video Tutorials Enable join before host

Knowledge Base

+ Enable waiting room

Delete this Meeting Save as a Meeting Template

htps://usO2web.zoom.us/j/8 198885374

+ Mute participants upon entry

Record the meeting automatically on t

e event to up to 10000 part

Addto | ) Google Calendar | | [ Outlook Calendar ics) | (vancmmﬂ

Copy Meeting Invitation

Meeting Invitation
Bill Blinn is inviting you to a scheduled Zoom meeting.

Topic: My Test Meeting
Time: May 11, 2020 12:00 PM Eastern Time (US and Canada)

Join Zoom Meeting
hitps://us02webzoom.us
/i/819888537407pwd=VS9XT 1piM3BaT1izZnhEQUNZQUSIQTO?

off

off

Meeting ID: 819 8885 3740
Password: 3mhWPG

Copy Meeting Invitation [ SeStet]

default. It's also a good idea to mute
participants when they enter the
meeting and to enable the waiting
room.

With all participants muted, the meeting
organizer will need to give someone permis-
sion to speak. Leave automatic recording of
the meeting off, too. If you need to record a
meeting, you can start the recording once the
meeting has started.

Once the meeting has been scheduled,
Zoom offers the organizer the opportunity to
copy a meeting invitation that can then be sent
via messenger or email to the participants. If
security is a concern, you should avoid using
this because it violates a key security practice:
The password should never be included in the
same message with the login procedure. This
suggests that the folks at Zoom still don’t quite
“get” security.

Zoom’s security is getting better and, when
meeting organizers are cautious, the service
is sufficiently secure for most uses. £

WHEN SENDING THE MEETING INVITATION, CONSIDER
TRANSMITTING THE PASSWORD SEPARATELY INSTEAD OF
INCLUDING IT IN THE INVITATION. USING THE WAITING
ROOM CREATES A BIT MORE WORK FOR THE MEETING
ORGANIZER, BUT IT'S A GOOD SAFEGUARD THAT KEEPS
UNWANTED MEETING CRASHERS AT BAY.



