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Strong Security Enhances Website Trust

SITES THAT DON’'T MAKE ON-LINE SALES, ACCEPT CREDIT CARDS, OR GATHER PERSONAL IDENTIFICATION

Two areas deserve attention: Configuration
files, stored files, and directories not intended
to be public constitute the first area; how users
connect to the website is the second. I'll dive
into the second part first.

Why HTTPS is Important

THERE ARE SEVERAL REASONS WHY SITES SHOULD

But there’s more.

Using HTTPS keeps crooks from seeing
information as it travels from a user to your
website or from your site back to the user. An
intruder could insert code in the data stream
to trick a user into thinking that credentials
are needed for site access, and then use social
engineering to obtain the user’s Facebook
name and password.

Also, itisn’tjust sites that handle sensitive
data that need to be protected. Snoops (such
as internet service providers) can see traffic
when it’s sent in plain text and that might
reveal information the user would prefer to
keep secret.

Even for sites that collect or maintain no
sensitive data, displaying a lock icon in the
browser’s address bar improves customer
confidence. Those who visit will consider the
site to be more trustworthy when the lock is
present. One visitor is particularly important:
The Google spider.
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Connection is secure

Your informaticn (for example, passwords or credit
card numbers) is private when it is sent to this site.
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VIEWING A SITE SHOULD DISPLAY A LOCK ICON AT THE LEFT EDGE OF THE ADDRESS BAR. CLICKING THE LOCK
SHOULD THEN INDICATE THAT THE CERTIFICATE IS VALID. ALL BROWSERS HAVE SIMILAR DISPLAYS. THIS

EXAMPLE USES CHROME.

How to Enable HTTPS

IN THE EARLY DAYS OF THE WEB, CONNECTING TO A

Well run sites will enforce HTTPS connec-
tions. HTTP means hypertext transfer protocol
and HTTPS indicates that the connection is
encrypted. If you type just a domain name
(blinn.com), the connection starts in plain
text and then one of two things will happen:
Either a bit of code on the website will enforce
an encrypted connection and your browser
will show a lock icon at the left edge of the
address bar or the connection will stay in plain
text and the browser will display “not secure”
or alock with a red line through it.

Thisis a relatively easy problem for website
operators to correct. You'll need a security

certificate, which is something that many
hosting services provide automatically. If not,
youll have to purchase your own certificate
from a certification authority (CA).

After installing the certificate, youw'll also
need to ensure that a special file in the site’s
root directory issues what’s called a rewrite
command to force a secure connection even
if the visitor hasn’t specified HTTPS.

You'll also need to ensure that every link
on every page throughout the website refers
either to local resources (script files, images,
style sheets, and typefaces) or to external
resources and websites using HTTPS instead
of HTTP.

Not all external links accept secure connec-
tions and if your site contains an unencrypted
link to an external resource, the browser
will either display the lock with a red line
or a warning that the site contains “mixed
content”.
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Additionally, a 403 Forbidden error was encountered while trying to use an ErrorDocument to handle the request.
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Apache Server at www. blinn.com Port 443

WITHOUT APPROPRIATE PROTECTIONS, VISITORS TO
A WEBSITE CAN LIST THE CONTENTS OF DIRECTORIES
(LEFT, ABOVE). ADDING A COMMAND TO A SPECIAL FILE
IN THE WESITE’S ROOT DIRECTORY WILL PROHIBIT THE
DISPLAY BUT THE MESSAGE IS TERSE (RIGHT, ABOVE).
ANOTHER OPTION REDIRECTS THE USER TO A “403/
FORBIDDEN” PAGE THAT CAN BE STYLED TO MATCH
OTHER PAGES ON THE SITE (RIGHT).

The mixed content problem can be resolved
by working with the external content provider
to establish secure connections, by down-
loading the resource so that the connection
islocal, or (in extreme cases) eliminating the
resource or the external site link.

Protecting Site Files

MOST WEBSITES HAVE DIRECTORIES THAT ARE NOT

Here’s a trivial example: Your site probably
has a directory where images used on the site
are stored and you may not want casual users
to open the directory with a browser and see
a list of the files. It’s easy enough for people
to “borrow” your images, so there’s no reason
to make it easy for them.

Adding “Options -Indexes” to the site’s
.htaccess file will turn off directory listings
but the message is curt. In some cases, a better
option involves creating a file in the direc-
tory to redirect the user to an error page that
matches your site’s design.

When directory listings are allowed, site
visitors can see more than just the site’s
images. If you have code files in an accessible
directory, a visitor could display the contents
of ascript file and learn how to gain access to
a database used by the site. Developers who
use the Perl language usually place their files
outside the site’s root directory so that no
browser will have access to it.

PHP, another commonly used develop-
ment language takes a different approach.
PHP files are accessible to browsers, but they
don’t directly return content to the browser.
Instead, the PHP file communicates with the
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PHP application on the server, receives output
from the PHP service, and returns that infor-
mation through the web server to the visitor.

PHP files may contain login credentials
and links to files that should not be exposed
to site visitors. While this type of security is
sufficient for many websites, it should not be
used where full security is essential.

Depending on the Host

ONE OF THE EASIEST BUT MOST CRITICAL SAFEGUARDS

Bluehost, the service most of my clients use,
keeps the base software patched and updated.
As with virtually all site hosting services,
Bluehost runs open-source software that is
frequently updated: The Apache web server
and MySQL database on top of the Linux oper-
ating system.

Few hosting operations will update any
applications that you have installed. If you
have installed WordPress on your site, it’s
up to you to check for updates regularly and
install them. The hosting companies won’t
do this because updates can break existing
installations if those installations have been
improperly modified by the user.

Some content management systems such
as WordPress accept plug-ins that can improve
security and these must be updated frequently,
too. Some plug-ins can introduce security
flaws of their own.

Those who operate websites that collect
financial or personal identification informa-
tion must take security very seriously, but
even informational sites can’t overlook it. £

§Microsoft's Edge

MICROSOFT IS DROPPING ITS

: wants to have a say about how the new :
browser will work can do so by installing
: the version that’s still being developed and :
: providing feedback to the developers.

You have three choices: Beta, Dev, and
Canary. The newly released beta channel
has the most stable version and is updated
at six-month intervals.

- If you want to take a look and still

avoid the most serious bugs, youw'll
want the Beta channel.

« The Dev build is the right choice for :

those who want to see the newest :

work and won’t be bothered by more

numerous bugs. Updates are issued
weekly.

. Forthe more adventurous, there’s the
Canary build, which is updated daily
and is therefore the least stable.

Download any of the three versions
from Microsoft’s website. The Edge Insider :
program is available for users of Windows
7,8, 8.1, and 10, and also for the MacOS.

Those who have used Chrome will see a
lot of familiar icons and menus. One differ-

ence, though, is that plug-ins and extensions

for Edge are served from the the Microsoft :
: Store. Also, unlike the Chrome browser, only :
: 130 or so extensions are listed for Edge. This

will increase over time.

Every website page 've examined with the :

Chromium-powered Edge browser displays :

: properly. Microsoft hasn'tannounced plans :
: for when the new browser will replace the
old browser in Windows 10 other than to say :
the switch will be made when the new Edge
browser is stable enough for production use.

If you want to take alook, check it out at

microsoftedgeinsider.com. &
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