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Preparation: Being Able to Smile at a Catastrophe

COMPUTER TECHNICIANS SAY THERE ARE TWO KINDS OF COMPUTER OWNERS: THOSE WHO HAVE

Computers have been used in offices and
homes for 30 years or more. How many files
have you collected in that time and what would
you do if every file you have suddenly became
unavailable?

For me, that would be about 61 thousand
photographs, more than 100 thousand files
associated with websites, tens of thousands of
graphic design images, five thousand or more
word processor and spreadsheet documents,
tax records dating back more than 20 years,
time-billing records for a similar period, 12
thousand of my wife’s photographs, and an
absurdly large number of email messages that

we've saved.

Because I want to survive a catastrophic
loss of files, I've taken several precautions, the
most important of which is making sure that
essential files are backed up in more than one
place. After all, disks fail.

Computers, disk drives, and other compo-
nents are a lot more reliable now than they
used to be. Until recently, corporations
replaced computers every three years. Many
still do because they can take advantage of
performance improvements in hardware,
but others have moved to four- or five-year
replacement schedules. Depending on what

the computer is used for, additional speed
may not be needed and increasing the service
period for computers by one third or two
thirds is an easy way to save money.

Corporate IT departments may also require
that all files be stored on servers, not on indi-
vidual computers. This policy alone simplifies
recovery when an employee’s computer fails.
The IT department needs only to prepare a
replacement computer and deliver it to the
user. This in uncommon for home users,
and simply having a server doesn’t ensure
recovery.

Having a central server doesn’t guar-
antee recovery from a catastrophic failure.
The component most likely to fail is the disk
drive and having a complete backup is the
only way to recover.

Disk Drive Disasters

UNLIKE AUTOMOBILES THAT OFTEN SHOW EASILY

Most disks manufactured in the past
decade include self-monitoring, analysis and
reporting (SMART) technology that attempts
to detect and report various indicators of drive
reliability with the intent of anticipating
imminent hardware failures.

Checking all disk drives in or attached to a
computer or server with an application such as
Crystal Disk Info may provide some warning.
I run the application monthly and watch for
any indication that any of the drives may be
having a problem. My primary computer has
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five disk drives with in-service times ranging
from about two years (15,800 hours) to about
five years (43,173 hours).

Any given disk drive may fail ten minutes
after being installed or still be running after
more than a decade.

Replacing drives that are more than 5
years old is a good proactive measure. That
said, I know of some commercial operations
that routinely run disk drives until they fail.
This can be done because the drives are in
redundant array of inexpensive disks (RAID)
configurations. When a RAID drive fails, it can
be replaced and data that was on the disk will
be recovered from the other drives. Should two
drives fail simultaneously, data would need to
be recovered from backup.

A Recipe for Failure

DISK DRIVES CAN BE PARTITIONED TO APPEAR AS MORE

When a disk drive fails, the entire physical
drive fails. No matter how many partitions
have been created to make logical drives, a
failure of the physical drive will destroy all
the data on all logical drives.
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Additionally, anything that happens to the
computer happens to any installed drives.
Examples: Theft. Fire. Elephant stampede. A
desktop computer may have several physical
drives, but keeping everything in a single box
still creates a single point of failure.

Another option is installing a second drive
in the computer or attaching an external USB
drive to the computer for backup. While
slightly better than backing files up to the
same drive, the backup will still be lost if the
computer is destroyed by flood, fire, tornado,
earthquake, or elephant stampede.

Preparing for Success

I use a multi-part system and recommend
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Manage Files

this process for anyone who is seriously
concerned about losing data.

Files are backed up continuously to
Codes42’s CrashPlan service. The servers
are in Minneapolis and I'm in Columbus. A
physical event could destroy my computer. A
physical event could destroy Code42’s servers.
Because Minneapolis is about 700 miles from
Columbus, it’s unlikely that both will be
affected by the same event and, should that
happen, restoring computer files will probably

not be my top priority. Files need to be restored
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Nextbackup: Not scheded Options

via the internet and this is a slow process even
with a fast connection.

CrashPlan doesn’t back up the operating
system and program files. These files are less
important than the data, but being able to
restore the boot drive is helpful. I use Acronis
True Image to back up the operating system
and programs to external USB drives — one
drive on Wednesdays and a second drive on
Sundays.

Because restoring data from Code42’s
servers would be relatively slow, I also back
up the data drives using GoodSync each
Wednesday. These backups are to portable
USB drives that I store off-site. If a cata-
strophic failure occurs, most files could be

restored from the external disk drives and I

would then use CrashPlan to recover recently
changed files.

GoodSync also runs on my wife’s computer
and copies all of her photographs, docu-
ments, and email messages to a directory on
my primary computer so that the files will be
backed up to CrashPlan and to the external
disk drives.

I have one additional backup location: A
network attached storage (NAS) drive that’s
connected to the router. GoodSync updates
important working files to this drive an hour
after they're created or changed. This is protec-
tion against stupid user errors.

For example, this week I opened a file in
Photoshop so that I could use it as the basis for
anew illustration. I intended to save it using
anew name to retain both files.

Ooops! I forgot to save the file using the
new name, made changes, and then saved the
file. So the old file had been overwritten. After
saving the file with a new name, I wanted to
recover the old file.

There were several options: CrashPlan
would have the old file, but I would need to
start recovery mode. The external USB drive
would have the file, but I would have to fetch

the drive and connect it. The NAS drive also
had the old file and it’s always available, so all
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I had to do was copy the file from there to the
proper location on the computer.

Overemphasizing Backup?

IT MAY SEEM THAT I SPEND A LOT OF TIME TALKING

It's important! Too important to leave
until next year, next month, next week, or
even tomorrow. If you don’t have a complete,
current, validated backup in place now, then
now is the time to do something about it.

Ifa disk drive fails on your home computer
and your spouse learns that all of the family’s
financial records, photographs, and other
documents are gone, the news will probably
not be met with great rejoicing.

For businesses, the outlook is bleak. An
article by J. Colin Petersen, the CEO of an
IT outsourcing firm wrote in 2015 “80% of
businesses won’t go under after a data loss
disaster, but they might wish they had.”

Let’s say that a computer malfunction
destroys your financial records. You can be
reasonably certain that all of the company’s
creditors will still have a record of what your
company owes and will send bills, invoices,
statements, and (eventually) collectors. On
the other hand, it's less likely that yowll receive
payments from your clients if you're unable to
send invoices and statements to them.

The situation would be even worse if your
business consists entirely or largely of intellec-
tual property that resides on the computer. If
youwve ever had to recreate even a few minutes
worth of work lost to a computer crash, you can
imagine how difficult it would be to recreate
weeks, months, or years worth of work.

It doesn’t have to be that way. Take a few
minutes right now to work out a reliable way
to protect the data on your computers.



